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ABSTRACT

The emergence of multiple, independently operated
metaverse platforms has underscored the pressing need
for an interoperable identity framework that can
facilitate secure, user-centric navigation across
heterogeneous virtual worlds. Traditional digital identity
systems rely heavily on centralized authorities, exposing
user data to privacy risks, creating single points of failure,
and inhibiting seamless cross-platform engagement. This
manuscript introduces the Blockchain-Verified Identity
System (BVIS), a decentralized architecture built upon
W3C’s Decentralized Identifiers (DIDs) and Verifiable
Credentials (VCs), augmented by cross-chain
interoperability protocols. BVIS empowers users with full
sovereignty over their identity data while enabling
selective disclosure of attributes through zero-knowledge
proof techniques. We detail the system’s layered
architecture—comprising identity wallets,
smart-contract-based issuance and verification modules,

and a cross-chain bridge—and describe the design and

implementation of our Ethereum-compatible prototype
spanning two testnets (Rinkeby and Polygon Mumbai). A
rigorous evaluation involving performance
benchmarking and a user experience trust survey
demonstrates that BVIS achieves an average end-to-end
verification latency of just over one second, gas costs
under US$0.20 per verification, and significantly higher
perceived trust and privacy control compared to
centralized OAuth2 systems. Our findings confirm
BVIS’s viability as a unifying identity layer for the
metaverse, laying groundwork for future extensions such
as role-based group credentials, advanced privacy-

preserving proofs, and decentralized relayer networks.
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Figure-1.Blockchain-Verified Identity System (BVIS) Implementation
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INTRODUCTION

The concept of the metaverse—a network of interconnected,
persistent virtual environments—has rapidly transitioned
from speculative fiction to practical reality. Driven by
advances in distributed ledger technology, virtual and
augmented reality hardware, and cloud computing
infrastructure, various organizations are building metaverse
platforms for gaming, social interaction, enterprise
collaboration, education, and commerce. However, as the
number of siloed metaverse “islands” grows, so too does the
fragmentation of user identities. Presently, each platform
implements its own proprietary identity and authentication
mechanisms—ranging from OAuth2-based single sign-ons to
centralized database-backed user registries—resulting in an
inconsistent user experience, redundant credential
management, and significant privacy and security risks.
Centralized identity providers, while convenient, introduce
single points of failure and give operators unilateral control

over user data, potentially leading to data breaches or misuse.
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Figure-2.Blockchain-Verified Identity System

Self-sovereign identity (SSI) approaches offer a compelling
alternative: by shifting control of identity data from
centralized entities to individuals, SSI promises privacy
preservation, user autonomy, and reduced reliance on
intermediaries. Core to SSI are Decentralized Identifiers
(DIDs), globally wunique, cryptographically verifiable
identifiers that can be anchored on blockchains or other
decentralized ledgers, and Verifiable Credentials (VCs),
which are cryptographically signed attestations issued by
trusted authorities that holders can present to verifiers. W3C’s
DID and VC standards define the data models and
interactions necessary for SSI ecosystems. Yet, existing SSI
implementations such as Sovrin and uPort typically operate
on a single ledger, lacking out-of-the-box support for
cross-chain or cross-platform interoperability—an essential

requirement for a truly unified metaverse identity layer.

Moreover, performance and usability challenges hinder
broader adoption. Prior research reports that SSI verification
processes can take multiple seconds per transaction, owing to
smart contract interactions, proof generation, and network
latency. Additionally, UX studies indicate that wallet
onboarding and key management remain significant pain

points for non-technical users. For SSI to underpin
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cross-metaverse identity at scale, solutions must deliver
near-instant verification, seamless wallet experiences, and
robust privacy controls—allowing selective attribute

disclosure without exposing extraneous personal data.

In response to these challenges, we propose the
Blockchain-Verified Identity System (BVIS), an integrated

architecture that:

1. Anchors DIDs and credential schemas on multiple
blockchains via a cross-chain bridge, ensuring
platform-agnostic identity resolution.

2. Implements smart contracts for credential issuance,
revocation, and verification that adhere to
gas-efficient coding practices.

3. Utilizes an off-chain relayer network that subscribes
to on-chain events, aggregates proofs into Merkle
trees, and relays succinct cross-chain proof packets.

4. Incorporates zero-knowledge proof protocols to
enable privacy-preserving selective disclosure
without sacrificing verifiability.

5. Provides intuitive wallet applications that abstract
cryptographic  operations and offer guided

onboarding flows.

LITERATURE REVIEW

Decentralized Identifiers and Self-Sovereign Identity

Decentralized Identifiers (DIDs), standardized by the W3C,
represent a paradigm shift from centralized identity models to
user-centric approaches. A DID is a URI associated with a
DID document containing public keys, service endpoints, and
metadata required for cryptographic proof and interaction
(Sporny et al., 2021). SSI frameworks like uPort and Sovrin
utilize DIDs anchored on permissioned or permissionless
blockchains to guarantee immutability and censorship
resistance. Miihle et al. (2018) categorize SSI components
into identifiers (DIDs), credentials (VCs), and agent wallets,
highlighting that the combination of these elements enables

digital identity systems where subjects, issuers, and verifiers

interact without centralized intermediaries. Allen (2016)
articulates the SSI trust triangle—issuer, holder, verifier—
and underscores the need for standardization and

interoperability across ecosystems.

Verifiable Credentials and Privacy

Verifiable Credentials (VCs) extend traditional identity
tokens by encapsulating claims (e.g., name, age, role) within
JSON-LD structures, digitally signed by trusted issuers.
Selective disclosure and zero-knowledge proof extensions
allow holders to prove specific attributes without revealing
entire credentials, thereby enhancing privacy (Preukschat &
Reed, 2019). Existing studies demonstrate that SSI with VCs
can dramatically reduce identity fraud and data exposure
compared to password-based systems (Belchior et al., 2019).
However, real-world deployments often rely on centralized
verification endpoints, partly due to the complexity of fully

decentralized verification and lack of cross-chain support.

Cross-Chain and Cross-Platform Interoperability

Interoperability among disparate blockchain networks is a
vibrant research area, with leading solutions including
Polkadot’s Relay Chain, Cosmos’s Inter-Blockchain
Communication (IBC), and Layer-Zero’s messaging
protocol. Polkadot facilitates secure message passing via light
clients and relay parachains, while Cosmos leverages
hub-and-zone architectures to enable token and data transfers
(Wood, 2016; Lé & Beck, 2020). Adapting these mechanisms
for identity verification entails packaging cryptographic
proofs (e.g., Merkle proofs of credential attestations) into
relay messages and ensuring verifiers on target chains can
reconstruct and validate proofs without importing full
credential data—thereby preserving on-chain efficiency and

privacy.

Metaverse Identity Requirements

Surveys of metaverse technologies highlight identity

management as a cornerstone for fostering trust, reputation,
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and governance in virtual worlds (Lee et al., 2021; Zhou,
Wang, & Ding, 2022). Identity solutions must satisfy three
core requirements: portability (users carry identities across
platforms), verifiability (platforms can authenticate claims),
and privacy (users control which data is revealed). Rousseau
and Paul (2020) propose a layered identity model comprising
an on-chain DID layer, off-chain credential layer, and
application-specific service layer. While conceptually sound,
it does not address performance bottlenecks inherent in

multi-chain proof exchanges.

Gaps and Innovations

Current SSI frameworks excel in user sovereignty and
credential semantics but falter on cross-chain scalability and
end-to-end latency. Blockchain-agnostic proof relaying,
gas-optimized credential contracts, and advanced proof
aggregation techniques remain underexplored. BVIS
addresses these gaps by integrating lightweight
Merkle-tree-based proof bundling, cross-chain relayers
modeled after Polkadot’s XCMP but specialized for identity
proofs, and wallet UX enhancements to simplify key
management and proof generation. Our work thus bridges SSI
theory with practical, high-performance implementations

tailored for the evolving metaverse landscape.

METHODOLOGY

System Architecture Overview

The BVIS architecture comprises three principal layers:

1. User Wallet Layer: A cross-platform application
(mobile/desktop) that stores DIDs, private keys, and
VCs. Wallets provide guided onboarding via
mnemonic-based key generation, secure storage via
hardware-backed keystores when available, and
intuitive Ul flows for credential issuance and
presentation. They support JSON-LD proofs and

optional zero-knowledge proof modules (e.g.,

CL-Signatures,  zk-SNARKs) for  selective
disclosure.

2. Blockchain Layer: FEach metaverse platform
deploys two core smart contract modules:

o Credential Registry Contract: Manages
registration of credential schemas, issuer
DID whitelists, and credential revocation
registries.

o Verification Contract: Validates on-chain
proofs by checking credential hash
anchors, schema compliance, and
revocation status. Both contracts are
written  in  Solidity = v0.8  with
gas-optimization patterns (e.g., packed
storage, pull-over-push events).

3. Cross-Chain Bridge Layer: An off-chain relayer
network subscribes to Credential Registry events on
each chain. It aggregates new credential anchor
events into time-based Merkle trees, publishes
Merkle roots on a beacon chain contract, and relays
compact Merkle proofs to target verification
contracts. Relayers are decentralized and can be run
by independent operators to avoid single-party trust

assumptions.

Prototype Implementation

We implemented BVIS on two Ethereum-compatible
testnets—Rinkeby (representing Platform A) and Polygon
Mumbeai (Platform B). Key components:

e Wallet App: Built using React Native and the
DID-Web library, the wallet supports DID creation
(did:ethr method), VC storage in IndexedDB, and
proof generation via jsonld-signatures.

e Smart Contracts: Deployed via Truffle; Credential
Registry includes functions registerSchemal(),
issueCredential(), revokeCredential(), and emits
events for Credentiallssued and CredentialRevoked.

Verification Contract exposes verifyProof(bytes
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proofData) to reconstruct and validate proofs
on-chain.

e Relayer Service: A Node.js service using ethers.js
listens for Credentiallssued events, updates a local
Merkle tree, and periodically calls the Beacon
Contract’s submitRoot(bytes32 root) method. Upon
RootConfirmed events, relayers push proofs to

subscriber chains.

Performance Benchmarking

We conducted 1,000 simulated VC presentations to assess

end-to-end latency and cost. Each run measured:

e Proof Generation Time: Time taken by the wallet
to produce a JSON-LD or ZK proof.

e Cross-Chain Relay Delay: Time from issuance
event to proof availability on target chain.

e  On-Chain Verification Time & Gas: Execution

time and gas consumption for verifyProof().

Benchmark setup used AWS EC2 instances (m5.large) for
relayers and Ganache forks of testnets for consistent network

conditions.

User Trust and Usability Study

We recruited 30 participants (aged 18—45, mixed technical
backgrounds) to evaluate BVIS versus a centralized OAuth2
identity flow. Each user completed tasks on a demo
metaverse application: account creation, VC issuance, and
cross-platform login. Post-task surveys employed a 7-point
Likert scale on dimensions of security, privacy control, ease
of use, and overall satisfaction (adapted from Kim, Ferrin, &
Rao, 2008). We conducted semi-structured interviews to
capture qualitative feedback on UX pain points and trust

perceptions.

RESULTS

Performance Metrics

Across 1,000 trials, BVIS exhibited:

e  Proof Generation Time:
o JSON-LD: Mean =120 ms (SD =15 ms)
o ZK-SNARK: Mean =450 ms (SD =50 ms)
e Cross-Chain Relay Delay: Mean=800ms
(SD =100 ms)
e On-Chain Verification:
o Time: 300 ms per invocation (SD =40 ms)
o Gas: 45,000 gas (~US$0.15 at testnet rates)
e Total End-to-End Latency:

o JSON-LD flow: Mean=1.22s
(SD=0.185)

o ZK-SNARK flow: Mean=1.55s
(SD=0.225)

These results demonstrate that BVIS achieves sub-second to
low-second verification latencies, outperforming prior SSI
systems reporting 2—4 s delays (Belchior et al., 2019). Gas
consumption remains within economical bounds, and relay

delays are negligible relative to user expectations.

User Trust and Usability

Survey results (n=30) indicate significant trust and privacy

benefits:
Dimension BVIS OAuth2 p-value
Mean Mean
Perceived 6.3 4.0 <.001
Security
Privacy Control 6.5 3.7 <.001
Ease of Use 5.2 5.1 0.42
Overall 6.1 43 <.001
Satisfaction
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Figure-3. User Trust and Usability

Participants praised BVIS’s transparent credential handling
and absence of repeated login prompts. Some reported initial
confusion during wallet setup, suggesting a need for guided
tutorials and integration with familiar interfaces (e.g., social
login fallback). Qualitative feedback underscored that users
value ownership of identity data and reduced reliance on

centralized providers.

Security and Privacy Analysis

We conducted threat modeling and found that BVIS’s use of
DIDs and VCs, combined with zero-knowledge proofs,
resists common identity attacks (e.g., credential replay,
phishing). The off-chain relayer network introduces a new
attack surface; however, decentralization of relayer nodes and

use of fraud proofs mitigate risk of false proof injection.

CONCLUSION

This manuscript has presented the Blockchain-Verified
Identity System (BVIS), a comprehensive solution for
cross-metaverse identity interoperability. By leveraging
W3C-standardized DIDs and VCs, gas-optimized smart
contracts, and a decentralized cross-chain bridge, BVIS
delivers near-instant verification, robust privacy controls, and

strong user trust—key enablers for a cohesive metaverse

ecosystem. Our prototype on Ethereum testnets demonstrated
sub-second to low-second end-to-end verification latencies,
economical gas costs, and significantly higher perceived
security and privacy compared to centralized OAuth2

models.

Future work will focus on several directions:

1. Scalable Relayer Decentralization: Implementing
staking-based incentives and slashing conditions to
ensure relayer honesty and high availability.

2. Advanced Privacy Proofs:

Bulletproofs or zk-STARKs for confidential

Integrating

credential attributes (e.g., financial status) without
on-chain data exposure.

3.  Group and Role Credentials: Extending BVIS to
support  organization-level  attestations  and
multi-party endorsements.

4. Cross-Platform Standards Engagement:

Collaborating with standards bodies (e.g., W3C,

DIF) and industry consortia to promote BVIS as a

metaverse identity standard.

As the metaverse advances toward mainstream adoption,
decentralized identity solutions like BVIS will be critical to
ensuring user agency, security, and a seamless virtual
experience. We invite platform providers, developers, and
researchers to build upon our open-source implementation
and contribute to an interoperable, user-centric metaverse

identity layer.

REFERENCES

e Allen, C. (2016). The Path to Self-Sovereign Identity. Retrieved
from https://coindesk.com/path-to-self-sovereign-identity

. Belchior, R., Santos, J., Correia, M., & Verissimo, P. (2019).
Surveying blockchain-based solutions for the GDPR. IEEE

Transactions on  Services Computing, 13(1), 57-67.
https.//doi.org/10.1109/TSC.2017.2759123

. Christidis, K., & Devetsikiotis, M. (2016). Blockchains and smart
contracts for the Internet of Things. IEEE Access, 4, 2292-2303.
https.//doi.org/10.1109/ACCESS.2016.2566339



https://wjftcse.org/index.php/wjftcse/index
https://wjftcse.org/
https://coindesk.com/path-to-self-sovereign-identity
https://doi.org/10.1109/TSC.2017.2759123
https://doi.org/10.1109/ACCESS.2016.2566339

World Journal of Future Technologies in Computer Science and Engineering (WJFTCSE)
ISSN (Online): 3070-6203

Volume-2 Issue-2 || Apr — Jun 2026 || PP. 1-10 https://wiftcse.org/

Kim, D. J., Ferrin, D. L., & Rao, H. R. (2008). A trust-based
consumer decision-making model in electronic commerce: The
role of trust, perceived risk, and their antecedents. Decision
Support Systems, 44(2), 544-564.
https.//doi.org/10.1016/j.dss.2007.07.001

Lé, P.-T., & Beck, R. (2020). Cross-chain token transfer: A

technical survey. arXiv preprint arXiv:2004.13344.

Lee, L.-H., Qu, H., Xu, P., Wang, D., Kim, J., Mao, Z., ... Ma, J.
(2021). All one needs to know about metaverse: A complete
survey. arXiv preprint arXiv:2110.05352.

Miihle, A., Griiner, A., Gayvoronskaya, T., & Meinel, C. (2018).
A survey on essential components of a self-sovereign identity.
Computer Science Review, 30, 80-86.
https.//doi.org/10.1016/j.cosrev.2018.10.002

Preukschat, A., & Reed, D. (2019). Self-Sovereign Identity:
Decentralized Digital Identity and Verifiable Credentials.

Manning Publications.

Rousseau, E., & Paul, R. (2020). Blockchain-based digital
identity: Progress and outlook. Journal of Cybersecurity, 2(2),
tyy009. https://doi.org/10.1093/cybsec/tyy009

Sporny, M., Longley, D., Chadwick, D., Allen, C., & Grant, R.
(2021).  Decentralized  Identifiers (DIDs) v1.0. W3C

Recommendation. Retrieved from https://www.w3.org/TR/did-

core/

Wood, G. (2016). Polkadot: Vision for a heterogeneous
multi-chain framework. Retrieved from
https.//polkadot.network/PolkaDotPaper.pdf

Zhou, T., Wang, S., & Ding, S. (2022). Metaverse: Taxonomy,

components, technology, and open issues. Journal of Network
and Computer Applications, 197, 103169.
https.//doi.org/10.1016/j.jnca.2021.103169

Zyskind, G., Nathan, O., & Pentland, A. (2015). Decentralizing

privacy: Using blockchain to protect personal data. 2015 IEEE
Security and Privacy Workshops, 180-184.
https.//doi.org/10.1109/SPW.2015.27

Jaiswal, 1. A., & Prasad, M. S. R. (2025, April). Strategic

leadership in global software engineering teams. International
Journal of Enhanced Research in Science, Technology &
Engineering, 14(4), 391.
https.//doi.org/10.55948/IJERSTE.2025.0434

Tiwari, S. (2025). The impact of deepfake technology on
cybersecurity: Threats and mitigation strategies for digital trust.
International Journal of Enhanced Research in Science,
Technology & Engineering, 14(5), 49.
https.//doi.org/10.55948/IJERSTE.2025.0508

Dommari, S. (2025). The role of Al in predicting and preventing
cybersecurity breaches in cloud environments. International

Journal of Enhanced Research in Science, Technology &

Engineering, 14(4), 117.
https.//doi.org/10.55948/IJERSTE.2025.0416

Yadav, Nagender, Akshay Gaikwad, Swathi Garudasu, Om Goel,
Prof. (Dr.) Arpit Jain, and Niharika Singh. (2024). Optimization
of SAP SD Pricing Procedures for Custom Scenarios in High-

Tech Industries. Integrated Journal for Research in Arts and
Humanities, 4(6), 122—142. https://doi.org/10.55544/ijrah.4.6.12
Saha, Biswanath and Sandeep Kumar. (2019). Agile

Transformation  Strategies in  Cloud-Based  Program
Management. International Journal of Research in Modern
Engineering and Emerging Technology, 7(6), 1-10. Retrieved
January 28, 2025 (www.ijrmeet.org).

Architecting  Scalable Microservices for High-Traffic E-
commerce Platforms. (2025). International Journal for Research
Publication and Seminar, 16(2), 103—-109.
https.//doi.org/10.36676/jrps.v16.i2.55

Jaiswal, I. A., & Goel, P. (2025). The evolution of web services
and APIs: From SOAP to RESTful design. International Journal
of General Engineering and Technology (IJGET), 14(1), 179—
192. IASET. ISSN (P): 2278-9928; ISSN (E): 2278-9936.

Tiwari, S., & Jain, A. (2025, May). Cybersecurity risks in 5G

networks:  Strategies  for  safeguarding  next-generation
communication systems. International Research Journal of
Modernization in Engineering Technology and Science, 7(5).
https.://www.doi.org/10.56726/irjmets75837

Dommari, S., & Vashishtha, S. (2025). Blockchain-based

solutions for enhancing data integrity in cybersecurity systems.
International Research Journal of Modernization in Engineering,
Technology and Science, 7(5), 1430-1436.
https.//doi.org/10.56726/IRIMETS75838

Nagender  Yadav, Narrain  Prithvi  Dharuman,  Suraj
Dharmapuram, Dr. Sanjouli Kaushik, Prof. Dr. Sangeet
Vashishtha, Raghav Agarwal. (2024). Impact of Dynamic Pricing
in SAP SD on Global Trade Compliance. International Journal
of Research Radicals in Multidisciplinary Fields, ISSN: 2960-
043X, 302), 367-385. Retrieved from
https.://www.researchradicals.com/index.php/rr/article/view/1 34

Saha, B. (2022). Mastering Oracle Cloud HCM Payroll: A

comprehensive guide to global payroll transformation.
International Journal of Research in Modern Engineering and

Emerging Technology, 10(7). https://www.ijrmeet.org

“Al-Powered Cyberattacks: A Comprehensive Study on
Defending Against Evolving Threats.” (2023). IJCSPUB -
International Journal of Current Science (www.lJCSPUB.org),
ISSN:2250-1770, 13(4), 644—661. Available:
https://rjpn.org/IJCSPUB/papers/IJCSP23D1183.pdf

Jaiswal, 1. A., & Singh, R. K. (2025). Implementing enterprise-
grade security in large-scale Java applications. International

Journal of Research in Modern Engineering and Emerging



https://wjftcse.org/index.php/wjftcse/index
https://wjftcse.org/
https://doi.org/10.1016/j.dss.2007.07.001
https://doi.org/10.1016/j.cosrev.2018.10.002
https://doi.org/10.1093/cybsec/tyy009
https://www.w3.org/TR/did-core/
https://www.w3.org/TR/did-core/
https://polkadot.network/PolkaDotPaper.pdf
https://doi.org/10.1016/j.jnca.2021.103169
https://doi.org/10.1109/SPW.2015.27
https://doi.org/10.55948/IJERSTE.2025.0434
https://doi.org/10.55948/IJERSTE.2025.0508
https://doi.org/10.55948/IJERSTE.2025.0416
https://doi.org/10.55544/ijrah.4.6.12
http://www.ijrmeet.org/
https://doi.org/10.36676/jrps.v16.i2.55
https://www.doi.org/10.56726/irjmets75837
https://doi.org/10.56726/IRJMETS75838
https://www.researchradicals.com/index.php/rr/article/view/134
https://www.ijrmeet.org/
http://www.ijcspub.org/
https://rjpn.org/IJCSPUB/papers/IJCSP23D1183.pdf

World Journal of Future Technologies in Computer Science and Engineering (WJFTCSE)
ISSN (Online): 3070-6203

Volume-2 Issue-2 || Apr — Jun 2026 || PP. 1-10 https://wiftcse.org/

Technology (IJRMEET), 13(3), 424.
hitps://doi.org/10.63345/ijrmeet.org.v13.i3.28

Tiwari, S. (2022). Global implications of nation-state cyber
warfare: Challenges for international security. International
Journal of Research in Modern Engineering and Emerging
Technology (IJRMEET), 10(3), 42.
https.//doi.org/10.63345/ijrmeet.org.v10.i3.6

Sandeep Dommari. (2023). The Intersection of Artificial

Intelligence and Cybersecurity: Advancements in Threat
Detection and Response. International Journal for Research
Publication and Seminar, 14(5), 530-545.
https.//doi.org/10.36676/jrps.v14.i5.1639

Nagender Yadav, Antony Satya Vivek, Prakash Subramani, Om
Goel, Dr S P Singh, Er. Aman Shrivastav. (2024). AI-Driven
Enhancements in SAP SD Pricing for Real-Time Decision
Making. International Journal of Multidisciplinary Innovation
and Research Methodology, ISSN: 2960-2068, 3(3), 420—446.
Retrieved from
https.//ijmirm.com/index.php/ijmirm/article/view/145

Saha, Biswanath, Priya Pandey, and Niharika Singh. (2024).
Modernizing HR Systems: The Role of Oracle Cloud HCM

Payroll in Digital Transformation. International Journal of
Computer Science and Engineering (IJCSE), 13(2), 995-1028.
ISSN (P): 2278-9960; ISSN (E): 2278-9979. © IASET.

Jaiswal , 1. A., & Goel, E. O. (2025). Optimizing Content
Management Systems (CMS) with Caching and Automation.
Journal of Quantum Science and Technology (JOST), 2(2),
Apr(34-44). Retrieved from
https.//jqst.org/index.php/i/article/view/254

Tiwari, S., & Gola, D. K. K. (2024). Leveraging Dark Web

Intelligence to Strengthen Cyber Defense Mechanisms. Journal
of Quantum Science and Technology (JOST), 1(1), Feb(104—
126). Retrieved from https://jqst.org/index.php/j/article/view/249

Dommari, S., & Jain, A. (2022). The impact of loT security on
critical infrastructure protection: Current challenges and future
directions. International Journal of Research in Modern
Engineering and Emerging Technology (IJRMEET), 10(1), 40.
https://doi.org/10.63345/ijrmeet.org.v10.il.6

Yadav, Nagender, Abhijeet Bhardwaj, Pradeep Jeyachandran,
Om Goel, Punit Goel, and Arpit Jain. (2024). Streamlining
Export Compliance through SAP GTS: A Case Study of High-
Tech Industries Enhancing. International Journal of Research in
Modern Engineering and Emerging Technology (IJRMEET),
12(11), 74. Retrieved (https://www.ijrmeet.org).

Saha, Biswanath, Rajneesh Kumar Singh, and Siddharth. (2025).

Impact of Cloud Migration on Oracle HCM-Payroll Systems in
Large Enterprises. International Research Journal of
Modernization in Engineering Technology and Science, 7(1), n.p.
https.//doi.org/10.56726/IRIMETS66950

Ishu Anand Jaiswal, & Dr. Shakeb Khan. (2025). Leveraging
Cloud-Based Projects (AWS) for Microservices Architecture.
Universal Research Reports, 12(1), 195-202.
https://doi.org/10.36676/urr.vi2.il. 1472

Sudhakar Tiwari. (2023). Biometric Authentication in the Face of

Spoofing Threats: Detection and Defense Innovations. Innovative
Research Thoughts, 9(5), 402—420.

hitps://doi.org/10.36676/irt.v9.i5.1583

Dommari, S. (2024). Cybersecurity in Autonomous Vehicles:
Safeguarding Connected Transportation Systems. Journal of
Quantum Science and Technology (JOST), 1(2), May(153—173).
Retrieved from https.//iqst.org/index.php/j/article/view/250

Yadav, N., Aravind, S., Bikshapathi, M. S., Prasad, P. Dr. M.,
Jain, S., & Goel, P. Dr. P. (2024). Customer Satisfaction Through

SAP Order Management Automation. Journal of Quantum
Science and Technology (JOST), 1(4), Nov(393—413). Retrieved
from https://jqst.org/index.php/i/article/view/124

Saha, B., & Agarwal, E. R. (2024). Impact of Multi-Cloud

Strategies on Program and Portfolio Management in IT
Enterprises. Journal of Quantum Science and Technology
(JOST), 1(1), Feb(80-103). Retrieved from
https.//jqst.org/index.php/i/article/view/183

Ishu Anand Jaiswal, Dr. Saurabh Solanki. (2025). Data Modeling

and Database Design for High-Performance Applications.
International Journal of Creative Research Thoughts (IJCRT),
ISSN:2320-2882, 13(3), m557-m566, March 2025. Available at:
http://www.ijcrt.org/papers/IJCRT2543446.pdf

Tiwari, S., & Agarwal, R. (2022). Blockchain-driven IAM

solutions: Transforming identity management in the digital age.
International Journal of Computer Science and Engineering
(IJCSE), 11(2), 551-584.

Dommari, S., & Khan, S. (2023). Implementing Zero Trust
Architecture in cloud-native environments: Challenges and best
practices. International Journal of All Research Education and
Scientific Methods (IJARESM), 11(8), 2188. Retrieved from

hitp://www.ijaresm.com

Yadav, N., Prasad, R. V., Kyadasu, R., Goel, O., Jain, A., &
Vashishtha, S. (2024). Role of SAP Order Management in
Managing Backorders in High-Tech Industries. Stallion Journal
for Multidisciplinary Associated Research Studies, 3(6), 21-41.
https://doi.org/10.55544/sjmars.3.6.2

Biswanath Saha, Prof.(Dr.) Arpit Jain, Dr Amit Kumar Jain.

(2022). Managing Cross-Functional Teams in Cloud Delivery
Excellence Centers: A Framework for Success. International
Journal of Multidisciplinary — Innovation and Research
Methodology, ISSN: 2960-2068, 1(1), 84-108. Retrieved from
https.//ijmirm.com/index.php/ijmirm/article/view/1 82

Jaiswal, I. A., & Sharma, P. (2025, February). The role of code

reviews and technical design in ensuring sofiware quality.



https://wjftcse.org/index.php/wjftcse/index
https://wjftcse.org/
https://doi.org/10.63345/ijrmeet.org.v13.i3.28
https://doi.org/10.63345/ijrmeet.org.v10.i3.6
https://doi.org/10.36676/jrps.v14.i5.1639
https://ijmirm.com/index.php/ijmirm/article/view/145
https://jqst.org/index.php/j/article/view/254
https://jqst.org/index.php/j/article/view/249
https://doi.org/10.63345/ijrmeet.org.v10.i1.6
https://www.ijrmeet.org/
https://doi.org/10.36676/urr.v12.i1.1472
https://doi.org/10.36676/irt.v9.i5.1583
https://jqst.org/index.php/j/article/view/250
https://jqst.org/index.php/j/article/view/124
https://jqst.org/index.php/j/article/view/183
http://www.ijcrt.org/papers/IJCRT25A3446.pdf
http://www.ijaresm.com/
https://doi.org/10.55544/sjmars.3.6.2
https://ijmirm.com/index.php/ijmirm/article/view/182

World Journal of Future Technologies in Computer Science and Engineering (WJFTCSE)
ISSN (Online): 3070-6203

Volume-2 Issue-2 || Apr — Jun 2026 || PP. 1-10 https://wiftcse.org/

International Journal of All Research Education and Scientific
Methods (IJARESM), 13(2), 3165. ISSN 2455-6211. Available at
https://'www.ijaresm.com

Tiwari, S., & Mishra, R. (2023). AI and behavioural biometrics

in real-time identity verification: A new era for secure access
control. International Journal of All Research Education and
Scientific Methods (IJARESM), 11(8), 2149. Available at
http.//www.ijaresm.com

Dommari, S., & Kumar, S. (2021). The future of identity and

access management in blockchain-based digital ecosystems.
International Journal of General Engineering and Technology
(IJGET), 10(2), 177-206.

Nagender Yadav, Smita Raghavendra Bhat, Hrishikesh Rajesh
Mane, Dr. Priya Pandey, Dr. S. P. Singh, and Prof. (Dr.) Punit
Goel. (2024). Efficient Sales Order Archiving in SAP S/4HANA:
Challenges and Solutions. International Journal of Computer
Science and Engineering (IJCSE), 13(2), 199-238.

Saha, Biswanath, and Punit Goel. (2023). Leveraging Al to
Predict Payroll Fraud in Enterprise Resource Planning (ERP)
Systems. International Journal of All Research Education and
Scientific Methods, 11(4), 2284. Retrieved February 9, 2025
(http://www.ijaresm.com,).

Ishu Anand Jaiswal, Ms. Lalita Verma. (2025). The Role of Al in

Enhancing Software Engineering Team Leadership and Project
Management. IJRAR - International Journal of Research and
Analytical Reviews (IJRAR), E-ISSN 2348-1269, P-ISSN 2349-
5138, 12(1), 111-119, February 2025. Available at:
http://www.ijrar.org/LJRAR2543526.pdf

Sandeep Dommari, & Dr Rupesh Kumar Mishra. (2024). The

Role of Biometric Authentication in Securing Personal and
Corporate Digital Identities. Universal Research Reports, 11(4),
361-380. https://doi.org/10.36676/urr.v11.i4.1480

Nagender Yadav, Rafa Abdul, Bradley, Sanyasi Sarat Satya,
Niharika Singh, Om Goel, Akshun Chhapola. (2024). Adopting
SAP Best Practices for Digital Transformation in High-Tech
Industries. IJRAR - International Journal of Research and
Analytical Reviews (IJRAR), E-ISSN 2348-1269, P-ISSN 2349-
5138, 11(4), 746-769, December 2024. Available at:
http://www.ijrar.org/IJRAR24D3129.pdf

Biswanath Saha, Er Akshun Chhapola. (2020). AI-Driven

Workforce Analytics: Transforming HR Practices Using Machine
Learning Models. IJRAR - International Journal of Research and
Analytical Reviews (IJRAR), E-ISSN 2348-1269, P-ISSN 2349-
5138,  7(2), 982-997, April  2020.  Available  at:
http://www.ijrar.org/IJRAR2004413.pdf

Mentoring and Developing High-Performing Engineering
Teams: Strategies and Best Practices. (2025). International
Journal of Emerging Technologies and Innovative Research

(www.jetir.org | UGC and issn Approved), ISSN:2349-5162,

12(2),  pph900-h908,  February 2025. Available at:
http://www.jetir.org/papers/JETIR2502796.pdf
Sudhakar Tiwari. (2021). AI-Driven Approaches for Automating

Privileged Access Security:  Opportunities and  Risks.
International Journal of Creative Research Thoughts (IJCRT),
ISSN:2320-2882, 9(11), c898—c915, November 2021. Available
at: http://www.ijcrt.org/papers/IJCRT2111329.pdf

Yadav, Nagender, Abhishek Das, Arnab Kar, Om Goel, Punit
Goel, and Arpit Jain. (2024). The Impact of SAP S/4HANA on

Supply Chain Management in High-Tech Sectors. International
Journal of Current Science (IJCSPUB), 14(4), 810.

hitps://www.ijespub.org/ijesp24d1091

Implementing Chatbots in HR Management Systems for
Enhanced Employee Engagement. (2021). International Journal
of Emerging Technologies and Innovative Research
(www.jetir.org), ISSN:2349-5162, 8(8), f625—1638, August 2021.
Available: http.//www.jetir.org/papers/JETIR2108683.pdf

Tiwari, S. (2022). Supply Chain Attacks in Software

Development: Advanced Prevention Techniques and Detection
Mechanisms.  International Journal of Multidisciplinary
Innovation and Research Methodology, ISSN: 2960-2068, 1(1),
108—-130. Retrieved from
https.//ijmirm.com/index.php/ijmirm/article/view/195

Sandeep Dommari. (2022). Al and Behavioral Analytics in

Enhancing Insider Threat Detection and Mitigation. IJRAR -
International Journal of Research and Analytical Reviews
(IJRAR), E-ISSN 2348-1269, P-ISSN 2349-5138, 9(1), 399416,
January 2022. Available at:
http://www.ijrar.org/IJRAR22A2955.pdf

Nagender Yadav, Satish Krishnamurthy, Shachi Ghanshyam
Sayata, Dr. S P Singh, Shalu Jain,; Raghav Agarwal. (2024). SAP
Billing Archiving in High-Tech Industries: Compliance and
Efficiency. Iconic Research And Engineering Journals, 8(4),
674-705.

Biswanath Saha, Prof.(Dr.) Avneesh Kumar. (2019). Best
Practices for IT Disaster Recovery Planning in Multi-Cloud
Environments. Iconic Research And Engineering Journals, 2(10),
390-409.

Blockchain Integration for Secure Payroll Transactions in
Oracle Cloud HCM. (2020). IJNRD - International Journal of
Novel  Research  and  Development  (www.IJNRD.org),
ISSN:2456-4184, 5(12), 71-81, December 2020. Available:
https.://ijnrd.org/papers/IINRD2012009.pdf

Saha, Biswanath, Dr. T. Aswini, and Dr. Saurabh Solanki.
(2021). Designing Hybrid Cloud Payroll Models for Global
Workforce Scalability. International Journal of Research in

Humanities & Social Sciences, 9(5), 75. Retrieved from

https://www.ijrhs.net



https://wjftcse.org/index.php/wjftcse/index
https://wjftcse.org/
https://www.ijaresm.com/
http://www.ijaresm.com/
http://www.ijaresm.com/
http://www.ijrar.org/IJRAR25A3526.pdf
https://doi.org/10.36676/urr.v11.i4.1480
http://www.ijrar.org/IJRAR24D3129.pdf
http://www.ijrar.org/IJRAR2004413.pdf
http://www.jetir.org/
http://www.jetir.org/papers/JETIR2502796.pdf
http://www.ijcrt.org/papers/IJCRT2111329.pdf
https://www.ijcspub.org/ijcsp24d1091
http://www.jetir.org/
http://www.jetir.org/papers/JETIR2108683.pdf
https://ijmirm.com/index.php/ijmirm/article/view/195
http://www.ijrar.org/IJRAR22A2955.pdf
http://www.ijnrd.org/
https://ijnrd.org/papers/IJNRD2012009.pdf
https://www.ijrhs.net/

World Journal of Future Technologies in Computer Science and Engineering (WJFTCSE)
ISSN (Online): 3070-6203
Volume-2 Issue-2 || Apr — Jun 2026 || PP. 1-10 https://wiftcse.org/

e Exploring the Security Implications of Quantum Computing on
Current Encryption Techniques. (2021). International Journal of
Emerging Technologies ~ and  Innovative  Research
(www.jetir.org), ISSN:2349-5162, 8(12), gl-gl8, December
2021. Available: http://www.jetir.org/papers/JETIR2112601.pdf

. Saha, Biswanath, Lalit Kumar, and Avneesh Kumar. (2019).

Evaluating the Impact of AI-Driven Project Prioritization on
Program Success in Hybrid Cloud Environments. International
Journal of Research in all Subjects in Multi Languages, 7(1), 78.
ISSN (P): 2321-2853.

. Robotic  Process Automation (RPA) in Onboarding and
Offboarding: Impact on Payroll Accuracy. (2023). IJCSPUB -
International Journal of Current Science (www.LlJCSPUB.org),
ISSN:2250-1770, 13(2), 237-256, May 2023. Available:
https.//rjpn.org/ILJCSPUB/papers/IJCSP23B1502.pdf

e Saha, Biswanath, and A. Renuka. (2020). Investigating Cross-
Functional Collaboration and Knowledge Sharing in Cloud-
Native Program Management Systems. International Journal for
Research in Management and Pharmacy, 9(12), 8. Retrieved
from www.ijrmp.org.

e Edge Computing Integration for Real-Time Analytics and
Decision Support in SAP Service Management. (2025).
International Journal for Research Publication and Seminar,

16(2), 231-248. https://doi.org/10.36676/jrps.v16.i2.283



https://wjftcse.org/index.php/wjftcse/index
https://wjftcse.org/
http://www.jetir.org/
http://www.jetir.org/papers/JETIR2112601.pdf
http://www.ijcspub.org/
https://rjpn.org/IJCSPUB/papers/IJCSP23B1502.pdf
http://www.ijrmp.org/
https://doi.org/10.36676/jrps.v16.i2.283

