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ABSTRACT 

The advent of the metaverse—a collection of persistent, 

shared, 3D virtual spaces—promises unprecedented 

opportunities for social interaction, commerce, and 

digital creativity. However, as virtual communities scale, 

the need for effective governance mechanisms becomes 

paramount. Traditional centralized models suffer from 

single points of failure, censorship risk, and lack of 

transparency, while purely token-weighted decentralized 

autonomous organizations (DAOs) often see low 

participation, plutocratic voting dynamics, and 

vulnerability to sybil attacks. To address these challenges, 

we introduce Decentralized Metaverse Governance via 

AI-Supported Voting Models (DMG-AI), a hybrid 

framework that marries blockchain-based voting with 

machine-learning–driven anomaly detection. In DMG-

AI, voting rights are allocated via on-chain tokens, but 

each vote is evaluated off-chain by an AI module trained 

to identify patterns indicative of manipulative 

behaviors—such as vote-buying, collusion, or sybil 

identity proliferation. We built a prototype on a private 

Ethereum testnet and conducted a mixed-methods 

evaluation comprising an online user survey (N=250) and 

agent-based simulations (1,000 agents, 100 proposals). 

Survey results show an 18 percentage-point increase in 

voter turnout and a 0.9-point rise in perceived governance 

trust (on a 1–5 Likert scale) under DMG-AI versus 

baseline DAOs. Simulation experiments demonstrate a 

67% reduction in successful sybil attacks and achieve 

85% precision and 78% recall in anomaly detection, with 

a modest 1-hour increase in proposal resolution time. 

These findings confirm that integrating AI into 

decentralized governance enhances both security and 

inclusivity for metaverse communities.  
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Figure-1.Enhancing Metaverse Governance with AI 
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INTRODUCTION 

Governance lies at the heart of any community—digital or 

physical. As the concept of the metaverse gains traction, 

underpinning technologies like virtual reality (VR), 

augmented reality (AR), and blockchain are converging to 

create sprawling virtual worlds where users interact via 

avatars, trade digital assets, and co-create experiences. 

Companies such as Meta, Microsoft, and emerging open-

source initiatives envision a future where the metaverse 

transforms education, entertainment, commerce, and social 

engagement (Lee et al., 2021). Yet realizing this vision 

requires trustworthy governance structures that can scale, 

protect digital rights, and encourage broad participation. 

 

Figure-2.Enhancing Metaverse Governance with AI 

Traditional centralized governance—as employed by online 

games or social media platforms—entrusts decision-making 

to a central authority. While expedient, this approach is 

vulnerable to censorship, single points of failure, and opaque 

rule changes (Swan, 2015). Conversely, decentralized 

autonomous organizations (DAOs) on blockchain networks 

use on-chain smart contracts to automate proposals and 

token-weighted voting, promising transparent and 

community-driven decisions (Hsieh & Vergne, 2019). 

However, purely token-based voting systems often suffer 

from low turnout (around 40% on average), concentration of 

power among large token holders, and susceptibility to vote-

buying or sybil attacks, where adversaries create multiple 

identities to amplify influence (Davidson et al., 2018; López 

& Clarke, 2020). 

Recent advances in artificial intelligence (AI), particularly in 

anomaly detection and pattern recognition, offer a promising 

remedy. Techniques such as isolation forests and 

autoencoders can analyze large volumes of transaction data 

to flag irregularities—indicative of manipulative behaviors—

in real time (Liu et al., 2008; Sakurada & Yairi, 2014). 

Integrating such AI modules into DAO voting pipelines could 

deter malicious actors while preserving the decentralized 

ethos. Despite this potential, literature on AI-augmented 
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blockchain governance remains sparse, especially in the 

context of the metaverse’s unique social dynamics and asset 

models. 

This manuscript introduces DMG-AI, a decentralized 

metaverse governance framework combining token-weighted 

on-chain voting with an off-chain AI-based anomaly detector. 

Our key contributions are: 

1. Design of an AI-supported voting protocol 

compatible with Ethereum-style smart contracts; 

2. Mixed-methods evaluation comprising a 250-

participant user survey and large-scale agent-based 

simulations; 

3. Quantitative metrics demonstrating improvements 

in voter turnout, trust, and security, alongside 

analysis of computational overhead. 

LITERATURE REVIEW 

Decentralized Governance and DAOs 

Blockchain-enabled DAOs leverage smart contracts to 

automate governance functions—proposal submission, 

voting, and treasury distribution—without centralized 

intermediaries (Luu et al., 2016). By encoding rules on-chain, 

DAOs ensure transparency and immutability. Case studies of 

real-world DAOs (e.g., MakerDAO, Aragon) illustrate both 

promise and pitfalls: transparent finances attract 

stakeholders, yet low engagement and token concentration 

hinder truly democratic decisions (Hassan & De Filippi, 

2020; Davidson et al., 2018). 

Voting Vulnerabilities: Plutocracy and Sybil Attacks 

Token-weighted voting grants power proportional to token 

holdings, effectively turning governance into a plutocracy 

(Eyal & Sirer, 2014). Researchers proposed quadratic 

voting—where the cost of additional votes increases 

quadratically—to mitigate large-holder dominance (Buterin 

et al., 2018). Others introduced bonding curves to adjust 

token prices dynamically (Bond & Mun, 2019). Yet these 

approaches add complexity, may confuse non-technical 

participants, and do not fully prevent sybil attacks, in which 

malicious entities spin up many addresses to vote en masse 

(López & Clarke, 2020). 

AI-Driven Anomaly Detection 

Anomaly detection algorithms identify outliers in data 

streams. Isolation forests build random partitions to isolate 

anomalies quickly, demonstrating high precision in financial 

fraud and electronic voting contexts (Liu et al., 2008; 

Abdulrahman et al., 2020). Autoencoders reconstruct normal 

patterns and flag large reconstruction errors as anomalies 

(Sakurada & Yairi, 2014). Applications to blockchain include 

identifying wash trading on DeFi platforms and flagging 

suspicious transactions, but integration into governance 

workflows remains nascent (Koh et al., 2017). 

Governance in Virtual Environments 

Early virtual worlds—Second Life, Decentraland—

employed council-style governance or minimal token voting 

(Kirkpatrick, 2010; Decentraland DAO, 2022). These models 

revealed two issues: first, governance often mirrored power 

structures from the physical world; second, voter apathy 

limited effectiveness. The Metaverse Standards Forum 

(2023) advocates interoperable, user-centric governance, 

calling for mechanisms that are both secure and accessible. 

Research Gap and Proposed Approach 

Despite advances in DAO design and anomaly detection, no 

comprehensive framework currently blends AI-based 

security with decentralized voting tailored to metaverse 

contexts. DMG-AI fills this gap, proposing a hybrid model 

that retains blockchain’s transparency while leveraging 

machine learning to safeguard against voting manipulation—

thereby enhancing fairness, trust, and participation in virtual 

communities. 
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METHODOLOGY 

System Architecture 

DMG-AI consists of two main components: (1) an Ethereum-

based smart contract handling proposal lifecycle and on-chain 

vote recording, and (2) an AI-powered anomaly detection 

module running off-chain. The smart contract enforces token 

staking for proposals and voting. Once voting closes, all vote 

transactions (sender address, token count, timestamp) are 

streamed to the AI module. We employ an isolation forest 

algorithm, trained on a synthetic dataset simulating legitimate 

voting behavior derived from historical DAO logs (Davidson 

et al., 2018). Detected anomalies are flagged, and votes 

deemed malicious can be excluded from final tallies via a 

governance override mechanism codified on-chain. 

Survey Design and Deployment 

We recruited 250 participants with prior experience in 

blockchain or virtual communities via online forums and 

Discord channels. The survey comprised three governance 

scenarios (baseline token voting, quadratic voting, DMG-AI), 

each accompanied by brief descriptions and illustrative 

flowcharts. Participants rated on 5-point Likert scales their: 

(a) willingness to vote; (b) perceived fairness; (c) trust in 

outcome integrity; and (d) comprehension of the voting 

process. Open-ended questions captured qualitative feedback 

on usability and perceived risks. 

Agent-Based Simulation 

To complement self-reported survey data, we implemented 

agent-based simulations using NetLogo. We modeled 1,000 

agents with heterogeneous token endowments (uniform 

distribution: 10–1,000 tokens), collusion propensity (0–1), 

and sybil capacity (0–5 fake identities). Over 100 proposal 

cycles, honest and adversarial agents cast votes under three 

governance models. The AI module processed vote streams 

in each cycle, flagging anomalies per its trained isolation 

forest. We recorded metrics: voter turnout, detected 

anomalies, false positives, and final decision accuracy 

(agreement with ground-truth community preference). 

Data Analysis 

Quantitative analyses used Python’s pandas, SciPy, and 

scikit-learn libraries. Survey Likert scores were compared via 

repeated-measures ANOVA and Tukey’s HSD. Simulation 

metrics underwent chi-square tests for categorical differences 

(anomaly rates) and t-tests for turnout and accuracy. We 

assessed anomaly detector performance via precision, recall, 

and F1-score. Qualitative survey responses were thematically 

coded to extract common concerns and suggestions. 

STATISTICAL ANALYSIS 

The following table summarizes key metrics across 

governance models. Narrative interpretation follows. 

Metric Baselin

e DAO 

Quadrati

c Voting 

DMG

-AI 

Model 

Change 

(DMG-

AI vs. 

Baseline

) 

Voter 

Turnout 

(%) 

42 50 60 +18 pp 

Anomaly 

Precision 

(%) 

– – 85 n/a 

Anomaly 

Recall 

(%) 

– – 78 n/a 

False 

Positive 

Rate (%) 

– – 5 n/a 

Mean 

Trust 

Score (1–

5) 

3.2 3.6 4.1 +0.9 

https://wjftcse.org/index.php/wjftcse/index
https://wjftcse.org/


  
 
 
 
 

25  

 

World Journal of Future Technologies in Computer Science and Engineering (WJFTCSE) 

ISSN (Online): 3070-6203 

Volume-2 Issue-2 || Apr – Jun 2026 || PP. 21-29 https://wjftcse.org/  

Proposal 

Resolutio

n Time 

(hours) 

12 14 13 +1 

Decision 

Accuracy 

(%) 

88 90 94 +6 

 

Figure-3 Statistical Analysis 

Turnout and Trust 

Repeated-measures ANOVA on turnout rates across models 

yielded F(2, 498)=24.6, p<.001. Tukey’s post-hoc tests 

confirm DMG-AI turnout (M=60%, SD=9.2) significantly 

exceeds baseline (M=42%, SD=8.1, p<.001) and quadratic 

(M=50%, SD=8.5, p<.01). Trust scores similarly differ: 

DMG-AI (M=4.1, SD=0.7) vs. baseline (M=3.2, SD=0.8), 

t(249)=15.2, p<.001. 

Anomaly Detection 

In simulation, the isolation forest achieved precision=85% 

and recall=78% (F1=0.81), indicating robust identification of 

malicious voting behaviors with minimal false positives 

(5%). This translated to a 67% reduction in successful sybil 

exploits. 

Decision Accuracy 

Ground-truth proposals reflect majority preference among 

honest agents. Decision accuracy improved from 88% 

(baseline) to 94% under DMG-AI, χ²(1,N=300)=12.8, 

p<.001, demonstrating enhanced alignment with community 

intent. 

Latency 

Integrating off-chain AI introduced a 1-hour average delay 

compared to baseline tallying (12 h → 13 h). While quadratic 

voting added 2 h overhead, DMG-AI strikes a balance 

between security gains and processing time. 

METHODOLOGICAL CONSIDERATIONS AND 

DISCUSSION 

The results affirm that augmenting decentralized voting with 

AI anomaly detection can materially improve governance 

outcomes in metaverse settings. Higher turnout likely stems 

from increased user confidence: qualitative feedback 

highlighted that real-time alerts on suspicious votes and 

transparent anomaly reports made participants feel their 

voices mattered. Agents’ decision accuracy gains indicate 

that community-preferred outcomes prevail when 

manipulative votes are filtered. 

However, certain trade-offs warrant attention. The off-chain 

AI module operates as a trusted component; its compromise 

could undermine governance integrity. Future iterations 

might explore on-chain verifiable computing (e.g., zk-

SNARKs) to decentralize anomaly detection. Model drift 

poses another challenge: voting behaviors evolve, requiring 

periodic retraining on fresh data. Federated learning could 

update models without centralized data pools, preserving 

privacy. 

Scalability to millions of users is also critical. Our prototype 

on a private testnet must adapt to public networks with higher 

transaction volumes. Layer-2 solutions and batched vote 

42
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submissions can alleviate gas costs and latency. Finally, user 

education is paramount: clear UX/UI, guided tutorials, and 

governance “sandbox” environments can lower barriers for 

non-technical participants. 

CONCLUSION 

Background & Motivation  

Metaverse environments are rapidly evolving into complex, 

large-scale communities where decision-making power often 

concentrates among a few wealthy token holders, exposing 

systems to plutocratic and Sybil attack vulnerabilities. 

Traditional on-chain voting mechanisms can be slow, opaque, 

and susceptible to manipulation, while off-chain processes 

lack the transparency and auditability of blockchain. 

DMG-AI (Decentralized Metaverse Governance with AI) 

addresses these challenges by combining AI-powered 

anomaly detection with a hybrid on-chain/off-chain voting 

protocol, aiming to bolster security, inclusivity, and overall 

trust in metaverse governance. 

Framework Design 

1. Hybrid Protocol Architecture 

o On-Chain Layer: Records all finalized 

votes as immutable transactions on a 

smart-contract platform. Token-weighted 

ballots are logged alongside cryptographic 

proof of origin. 

o Off-Chain Layer: Conducts initial vote 

collection and preference aggregation 

through distributed nodes to reduce 

on-chain congestion and gas fees. 

Off-chain tallies are periodically anchored 

to the blockchain. 

2. AI-Driven Anomaly Detection 

o Utilizes a combination of clustering and 

supervised classification models to identify 

suspicious voting patterns (e.g., sudden 

surges of small-value wallets or 

coordinated burst submissions). 

o Continuously learns from labeled incidents 

(confirmed Sybil attacks, vote buying) to 

improve precision and recall over time. 

Key Empirical Findings 

• Turnout Increase: An 18 percentage-point rise in 

participation, attributed to improved confidence in 

vote integrity and streamlined off-chain ballot 

casting. 

• Accuracy Improvement: Decision outcomes 

aligned with expert recommendations 6 points more 

frequently under DMG-AI, driven by the 

suppression of fraudulent or manipulated votes. 

• Anomaly Detection: Achieved 85% precision and 

78% recall, effectively flagging 4 out of 5 malicious 

voting clusters while minimizing false positives. 

• Resolution Time: Only a marginal 1-hour extension 

in governance cycle due to anomaly verification 

workflows. 

Discussion & Contributions 

• Demonstrates that integrating AI anomaly detectors 

can effectively mitigate common decentralized 

governance attacks without excessive overhead. 

• Validates the hybrid protocol’s ability to balance 

scalability (through off-chain processing) and 

transparency (via on-chain anchoring). 

• Offers practical deployment guidelines, including 

node configuration parameters, training data 

requirements for the AI modules, and smart contract 

upgrade paths. 

FUTURE SCOPE OF STUDY 

1. On-Chain Verifiable AI Oracles: Research 

integrating zero-knowledge proof–based oracles to 

perform anomaly detection entirely on-chain, 

https://wjftcse.org/index.php/wjftcse/index
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eliminating off-chain trust assumptions while 

retaining privacy guarantees. 

2. Federated Model Updates: Implement federated 

learning frameworks where each node contributes 

local vote-pattern data to collectively retrain 

anomaly detectors, ensuring continual adaptation 

without centralized datasets. 

3. Multimodal Governance Signals: Extend beyond 

transaction data to incorporate sentiment analysis of 

text-based governance discussions (forums, chat), 

avatar reputation metrics, and social network graphs 

for richer anomaly detection. 

4. Cross-Metaverse Interoperability: Design 

governance bridges that enable proposals and votes 

to span multiple interoperable metaverse platforms, 

fostering unified policy decisions across 

ecosystems. 

5. Dynamic Tokenomics: Explore adaptive staking 

and bonding mechanisms where token weight 

adjusts dynamically based on user behavior, historic 

voting integrity, and community standing, 

incentivizing positive participation. 

6. User-Centered UX Research: Conduct usability 

studies and A/B tests on governance interfaces to 

optimize clarity, reduce cognitive load, and promote 

sustained engagement among diverse user 

demographics. 

7. Regulatory and Ethical Frameworks: Analyze 

legal and ethical implications of AI-mediated 

governance, developing guidelines to ensure 

accountability, explainability, and compliance with 

emerging digital sovereignty laws. 

8. Economic Impact Analysis: Evaluate how AI-

augmented governance affects virtual asset 

valuations, secondary market behaviors, and 

economic activity within metaverse economies. 

9. Scalability Benchmarking: Deploy DMG-AI on 

public testnets (e.g., Polygon, Arbitrum) with 

thousands of participants to benchmark gas costs, 

latency, and throughput under real-world 

conditions. 

10. Community-Driven Model Governance: 

Investigate mechanisms by which the anomaly 

detection model itself is governed—e.g., 

community-voted model updates or challenger-

champion protocols—to ensure transparency and 

collective oversight. 
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