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Abstract— The growth of digital payments has produced 
transaction volumes that make manual and rule-based 
fraud detection increasingly untenable, driving widespread 
adoption of machine learning (ML) methods capable of 
learning complex patterns from historical data. This paper 
reviews the principal technical and operational challenges 
associated with implementing machine learning for fraud 
detection in high-volume transaction environments and 
synthesizes the solutions proposed in the academic 
literature. Using a qualitative, literature-based 
methodology, the paper draws on foundational and recent 
peer-reviewed research to examine four interrelated 
challenges: severe class imbalance between fraudulent and 
legitimate transactions, concept drift arising from evolving 
fraudster behavior and customer habits, the requirement 
for real-time or near-real-time inference at scale, and the 
limited interpretability of high-performing models in a 
regulated financial context. For each challenge, the paper 
reviews established and emerging solutions, including 
resampling and cost-sensitive learning techniques, adaptive 
and streaming learning strategies, ensemble and graph-
based architectures, and interpretability frameworks. The 
paper concludes that no single algorithmic solution resolves 
the fraud detection problem in isolation; rather, robust 
high-volume fraud detection systems require the integrated 
combination of imbalance-aware learning, drift-adaptive 
retraining, scalable real-time architecture, and human-

interpretable decision support, situated within a broader 
operational pipeline involving investigator feedback and 
delayed ground-truth labeling. 
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Introduction 

Financial institutions, payment processors, and e-commerce 
platforms now process transaction volumes that make 
traditional rule-based and manual fraud review processes 
fundamentally inadequate. Rule-based systems, which rely on 
static thresholds and predefined heuristics, are relatively 
transparent and easy to audit, but they are brittle in the face of 
adaptive fraudsters and generate high rates of false positives as 
transaction patterns evolve (Ngai, Hu, Wong, Chen, & Sun, 
2011). Machine learning has emerged as the dominant 
alternative, offering the ability to learn complex, nonlinear 
patterns of fraudulent behavior directly from historical 
transaction data and to adapt as new patterns emerge, rather 
than depending entirely on manually specified rules. 

Despite this promise, implementing machine learning for fraud 
detection at scale is substantially more difficult than standard 
supervised learning tutorials suggest. Real-world credit card 
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and payment datasets are characterized by extreme class 
imbalance, since confirmed fraudulent transactions typically 
constitute well under one percent of total transaction volume 
(Kulatilleke, 2022). Fraud detection systems must also operate 
under conditions of concept drift, in which both legitimate 
customer behavior and fraudster strategies change over time, 
degrading model performance if left unaddressed (Dal Pozzolo, 
Boracchi, Caelen, Alippi, & Bontempi, 2018). In addition, 
high-volume payment environments impose strict latency 
requirements, since transactions must typically be scored and 
approved or declined within a fraction of a second, and financial 
institutions operate within regulatory environments that 
increasingly demand explainable, auditable decision-making 
rather than opaque "black box" predictions. 

 

This paper provides an integrative review of these challenges 
and the solutions proposed for them in the peer-reviewed 
literature. It begins with a review of the literature on machine 
learning-based fraud detection, covering foundational surveys, 
resampling techniques, concept-drift adaptation, and graph-
based approaches. It then presents a theoretical framework 
organizing the fraud detection problem around four core 
challenges. It describes the paper's literature-based 
methodology before turning to a detailed, solution-oriented 
discussion of each challenge in turn. The paper concludes with 
a discussion of how these solutions must be integrated into a 
coherent operational pipeline, along with directions for future 
research. 

Literature Review 

Machine learning-based fraud detection has been studied 
extensively since the early 2000s, and Ngai, Hu, Wong, Chen, 
and Sun (2011) provided one of the most widely cited academic 
reviews of this literature, developing a classification framework 
for data mining techniques applied to financial fraud detection 
across credit card, insurance, and securities fraud domains. 
Their review found that logistic regression, neural networks, 

Bayesian belief networks, and decision trees had been the most 
extensively applied techniques, while also identifying 
significant gaps between academic research and the operational 
needs of industry, including insufficient attention to real-time 
deployment and to the evaluation of models under realistic, 
imbalanced data conditions. 

Class imbalance is the most extensively documented technical 
challenge in this literature. Because fraudulent transactions are 
rare relative to legitimate ones, models trained with standard 
loss functions tend to be biased toward predicting the majority 
class, resulting in poor recall for the minority fraud class despite 
high overall accuracy (Kulatilleke, 2022). The most widely 
adopted solution to this problem, the Synthetic Minority Over-
sampling Technique (SMOTE), was introduced by Chawla, 
Bowyer, Hall, and Kegelmeyer (2002), who proposed 
generating synthetic minority-class examples through 
interpolation between existing minority instances and their 
nearest neighbors, rather than simply duplicating existing 
minority examples through naive oversampling. SMOTE and 
its numerous variants remain a standard baseline in the fraud 
detection literature and continue to be evaluated and extended 
in recent comparative studies of balancing techniques for 
imbalanced credit card fraud data. 

A second major stream of research addresses the problem of 
concept drift, the tendency of both customer spending patterns 
and fraud strategies to change over time in ways that degrade 
the performance of static, once-trained models. Dal Pozzolo, 
Boracchi, Caelen, Alippi, and Bontempi (2018) provided an 
influential and realistic formalization of the credit card fraud 
detection problem, arguing that most published fraud detection 
research relies on unrealistic assumptions about how and when 
labeled data becomes available. In real operational settings, 
only a small subset of flagged transactions receive prompt 
investigator feedback, while the majority of ground-truth fraud 
labels arrive only after a substantial delay, once customers 
report unauthorized charges. Dal Pozzolo and colleagues 
proposed and evaluated sliding-window and ensemble-based 
learning strategies that separately incorporate these two distinct 
sources of delayed and immediate supervision, showing that 
treating them separately, rather than pooling them naively, 
improves detection performance under realistic concept-drift 
conditions. 

A third stream of research has explored graph-based and 
relational approaches to fraud detection, motivated by the 
observation that fraudulent actors often coordinate or share 
resources, such as devices, addresses, or accounts, in ways that 
are invisible to models that treat each transaction as an 
independent, identically distributed observation. Dou, Liu, Sun, 
Deng, Peng, and Yu (2020) introduced CARE-GNN, a graph 
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neural network architecture explicitly designed to remain robust 
against "camouflaged" fraudsters who deliberately connect to 
benign entities or manipulate their features to evade detection. 
Their approach used a multi-relation graph structure with a 
reinforcement-learning-guided neighbor selection mechanism 
to filter out camouflaging connections before aggregating 
information across the graph, demonstrating that relational 
modeling can substantially improve detection performance 
against adversarially adaptive fraud patterns compared to 
models that rely on transaction-level features alone. 

More recent work has continued to extend and combine these 
lines of research. A 2026 study published in Scientific Reports 
proposed a hybrid machine learning and deep learning approach 
to credit card fraud detection, explicitly addressing the severe 
imbalance present in the widely used European credit card 
benchmark dataset, which contains 284,807 transactions with 
only 492 confirmed fraud cases. Other recent research has 
continued to evaluate ensemble methods, including random 
forest and gradient boosting approaches, against real-world 
banking transaction data, with one comparative study of 
565,000 real-world bank transfers finding that a random forest 
model achieved high accuracy for both legitimate and 
fraudulent transaction classes, reinforcing the continued 
practical relevance of ensemble tree-based methods alongside 
more complex deep learning and graph-based architectures. 
Taken together, this literature indicates that fraud detection 
research has matured from a narrow focus on classification 
accuracy toward a broader concern with realistic operating 
conditions, including imbalance, drift, adversarial adaptation, 
and deployment latency. 

Theoretical Framework 

This paper organizes the challenges of machine learning-based 
fraud detection around four interrelated dimensions identified 
across the literature reviewed above. The first dimension is 
statistical: the severe class imbalance inherent in fraud data, in 
which the base rate of fraud is typically well under one percent 
of transaction volume, fundamentally shapes which learning 
algorithms, evaluation metrics, and data-level interventions are 
appropriate (Chawla, Bowyer, Hall, & Kegelmeyer, 2002; 
Kulatilleke, 2022). The second dimension is temporal: because 
both legitimate customer behavior and fraud strategies evolve 
over time, fraud detection cannot be treated as a static 
classification problem but must instead be framed as a 
nonstationary, streaming learning problem subject to concept 
drift (Dal Pozzolo, Boracchi, Caelen, Alippi, & Bontempi, 
2018). 

The third dimension is architectural and operational: high 
transaction volumes impose strict computational and latency 
constraints on model training and inference, requiring systems 
capable of scoring transactions in near real time while 
remaining maintainable and updatable as data volumes grow. 
The fourth dimension is relational and adversarial: fraud is 
frequently a coordinated, adaptive phenomenon in which 
fraudulent actors share resources or deliberately camouflage 
their behavior to resemble legitimate customers, motivating 
relational and graph-based approaches that model connections 
between transactions, accounts, and devices rather than treating 
each transaction in isolation (Dou, Liu, Sun, Deng, Peng, & Yu, 
2020). This four-dimensional framework, spanning statistical, 
temporal, operational, and relational considerations, structures 
the discussion of solutions that follows and reflects the 
consensus in the reviewed literature that fraud detection cannot 
be reduced to a single algorithmic choice but instead requires a 
coordinated response across each of these dimensions. 

Methodology 

This paper adopts a qualitative, literature-based methodology in 
the form of an integrative narrative review, consistent with 
established practice in technically oriented review papers on 
fraud detection (Ngai, Hu, Wong, Chen, & Sun, 2011). Sources 
were selected according to three criteria: methodological 
significance within the machine learning and data mining 
literature on fraud detection, direct relevance to one or more of 
the four challenge dimensions identified in the theoretical 
framework, and verifiability through peer-reviewed journals, 
established conference proceedings, or reputable preprint 
archives with clear authorship and publication details. 
Foundational sources, including the Ngai et al. (2011) 
classification review, the Chawla et al. (2002) SMOTE paper, 
the Dal Pozzolo et al. (2018) concept-drift framework, and the 
Dou et al. (2020) graph neural network approach, were 
combined with recent empirical studies published in venues 
such as Scientific Reports and Frontiers in Artificial 
Intelligence, addressing contemporary applications of ensemble 
and deep learning methods to real-world, high-volume 
transaction datasets. This approach allows the review to 
triangulate across foundational algorithmic contributions and 
more recent applied studies, producing an interpretive synthesis 
of solutions rather than a original empirical evaluation. As with 
all narrative reviews, this method does not permit causal claims 
about the comparative performance of specific techniques 
across all deployment contexts; its purpose is instead to 
organize the existing literature into a coherent account of the 
central challenges and corresponding solutions in high-volume 
fraud detection. 
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Challenge One: Severe Class Imbalance 

The single most consistently documented challenge in the fraud 
detection literature is the extreme imbalance between 
fraudulent and legitimate transactions. Because fraud rates in 
real-world payment systems are typically a small fraction of one 
percent of total volume, models trained using standard 
accuracy-maximizing objectives tend to classify nearly all 
transactions as legitimate, achieving high overall accuracy 
while failing to detect the rare fraud cases that matter most 
(Kulatilleke, 2022). This problem is compounded by the fact 
that misclassification costs are highly asymmetric: failing to 
detect a fraudulent transaction is typically far more costly than 
incorrectly flagging a legitimate transaction for review. 

The literature proposes solutions to this challenge at both the 
data level and the algorithmic level. At the data level, 
resampling techniques adjust the class distribution seen by the 
learning algorithm during training. Random oversampling of 
the minority class and random undersampling of the majority 
class are the simplest such approaches, but both carry risks, 
oversampling can lead to overfitting on duplicated minority 
examples, while undersampling discards potentially useful 
majority-class information. Chawla, Bowyer, Hall, and 
Kegelmeyer's (2002) SMOTE algorithm addressed the 
overfitting risk of naive oversampling by generating synthetic 
minority examples through interpolation in feature space rather 
than duplication, and this approach, along with numerous later 
variants such as borderline and adaptive synthetic sampling 
methods, remains a standard component of fraud detection 
pipelines. At the algorithmic level, cost-sensitive learning 
methods directly incorporate the asymmetric cost of false 
negatives into the training objective, penalizing missed fraud 
cases more heavily than false alarms, while ensemble methods 
such as random forest and gradient boosting have been 
repeatedly shown in recent comparative studies to perform 
robustly on imbalanced fraud datasets when combined with 
appropriate resampling or class-weighting strategies. 

Challenge Two: Concept Drift and Nonstationary Fraud 
Patterns 

A second major challenge is that fraud detection models must 
operate in a nonstationary environment in which both legitimate 
customer behavior and fraudulent strategies evolve 
continuously. A model trained on historical data can degrade 
rapidly in production as fraudsters adapt their techniques 
specifically to evade previously deployed detection rules, a 
dynamic that Dal Pozzolo, Boracchi, Caelen, Alippi, and 
Bontempi (2018) identify as one of the central realism gaps in 
much of the published fraud detection literature. Compounding 
this challenge, ground-truth fraud labels are typically available 

only after a significant delay: a small number of suspicious 
transactions are verified quickly by investigators, while the 
majority of confirmed fraud labels arrive only once customers 
report unauthorized charges, sometimes weeks after the 
transaction occurred. 

Dal Pozzolo and colleagues' proposed solution involves 
explicitly separating these two supervision sources, near-
immediate investigator feedback and delayed customer-
reported labels, rather than combining them into a single 
training signal, and using sliding-window or ensemble-based 
learning strategies that can incorporate new data incrementally 
as it becomes available. This approach allows models to adapt 
to recent fraud patterns without waiting for the full resolution 
of delayed labels, while still eventually incorporating the more 
reliable, delayed ground truth into long-term model updates. 
More broadly, the literature on concept-drift adaptation 
supports periodic retraining schedules, drift-detection 
monitoring that triggers retraining when model performance 
metrics degrade, and streaming or online learning architectures 
capable of incorporating new transaction data continuously 
rather than relying on infrequent batch retraining cycles. 

Challenge Three: Real-Time Performance at Scale 

High-volume transaction environments impose demanding 
latency and throughput requirements that constrain which 
machine learning architectures are operationally viable. A fraud 
detection model that achieves excellent offline classification 
performance may nonetheless be unusable in production if it 
cannot score transactions within the sub-second latency budgets 
typical of card-present and online payment authorization. This 
operational constraint has historically favored computationally 
efficient models, such as logistic regression, decision trees, and 
gradient-boosted ensembles, over more computationally 
intensive deep learning or graph-based architectures, although 
recent research suggests that carefully engineered deep learning 
and graph neural network systems can also be deployed within 
acceptable latency budgets when combined with appropriate 
feature caching, model compression, and precomputed 
relational embeddings for graph-based approaches such as 
CARE-GNN (Dou, Liu, Sun, Deng, Peng, & Yu, 2020). 

Beyond model choice, real-time performance at scale requires 
attention to the broader data engineering pipeline, including 
efficient feature computation for aggregated behavioral 
features, such as a customer's typical transaction frequency or 
spending pattern, that must be calculated or retrieved with 
minimal latency at inference time. Ensemble-based 
architectures that combine a fast, lightweight model for the 
majority of transactions with a more computationally intensive 
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model reserved for borderline or high-risk cases represent one 
practical solution adopted in industry and reflected in the 
layered detection strategies described in recent comparative 
studies of banking transaction data, which found random forest 
models capable of supporting real-time analysis of large 
transaction volumes while maintaining high detection accuracy. 

Challenge Four: Model Interpretability and Regulatory 
Compliance 

Financial institutions operate within regulatory environments 
that increasingly require decisions with material consequences 
for customers, such as declining a transaction or freezing an 
account, to be explainable and auditable rather than the output 
of an opaque black-box model. This requirement creates tension 
with the fact that some of the highest-performing fraud 
detection architectures, including deep neural networks, 
gradient-boosted ensembles, and graph neural networks such as 
CARE-GNN, are inherently less interpretable than simpler 
models such as logistic regression or shallow decision trees. 

The literature proposes several solutions to this tension. Post-
hoc interpretability methods, such as feature-importance 
analysis and local explanation techniques, can be applied to 
complex models to generate human-readable justifications for 
individual fraud predictions without requiring the underlying 
model itself to be simplified. Hybrid approaches that combine 
a high-performing but less interpretable model for initial risk 
scoring with a simpler, auditable model or rule set for final 
decision justification represent a second practical solution, 
allowing institutions to benefit from the improved detection 
performance of complex models while preserving an auditable 
decision trail for regulatory review. Ensemble architectures 
combining traditional machine learning and deep learning 
components, of the kind evaluated in recent hybrid fraud 
detection studies, often incorporate this layered structure 
explicitly, using simpler models or interpretable ensemble 
methods such as random forest, whose feature-importance 
rankings are relatively transparent, as a foundation before 
layering more complex components on top. 

Discussion 

Read together, the literature indicates that no single technique 
resolves the fraud detection problem in isolation; instead, 
effective high-volume fraud detection systems require the 
integration of solutions across all four challenge dimensions 
simultaneously. Addressing class imbalance without addressing 
concept drift produces a model that performs well on historical 
fraud patterns but degrades as fraudsters adapt (Chawla, 
Bowyer, Hall, & Kegelmeyer, 2002; Dal Pozzolo, Boracchi, 

Caelen, Alippi, & Bontempi, 2018). Addressing concept drift 
without attention to real-time performance constraints produces 
a model that may be accurate but operationally unusable at the 
latency and throughput demands of high-volume payment 
systems. Addressing performance and drift without attention to 
interpretability produces a system that may be effective but 
difficult to defend to regulators, auditors, or customers 
disputing a declined transaction. 

This integrated view is consistent with the trajectory of the 
literature reviewed above, from Ngai and colleagues' (2011) 
early classification of fraud detection techniques, through Dal 
Pozzolo and colleagues' (2018) realistic operational framework 
incorporating delayed and immediate supervision, to Dou and 
colleagues' (2020) relational modeling of adversarially adaptive 
fraud networks. Each contribution addresses a distinct but 
complementary dimension of the same underlying operational 
problem: detecting rare, evolving, and often deliberately 
camouflaged fraudulent behavior within massive streams of 
legitimate transactions, under strict latency and regulatory 
constraints. Future research would benefit from more 
systematic evaluation of how these solutions interact when 
combined, since much of the existing literature evaluates 
individual techniques, such as a particular resampling method 
or graph architecture, in isolation rather than as part of an 
integrated production pipeline. 

Conclusion 

Implementing machine learning for fraud detection in high-
volume transaction environments requires addressing a 
genuinely multidimensional set of challenges, spanning severe 
class imbalance, concept drift, real-time performance 
constraints, and the need for interpretable, auditable decision-
making. The literature reviewed in this paper demonstrates that 
substantial technical progress has been made on each of these 
dimensions individually, from resampling and cost-sensitive 
learning techniques that address class imbalance (Chawla, 
Bowyer, Hall, & Kegelmeyer, 2002), to concept-drift-aware 
learning strategies that separate immediate and delayed 
supervision (Dal Pozzolo, Boracchi, Caelen, Alippi, & 
Bontempi, 2018), to relational graph-based architectures 
capable of detecting coordinated and camouflaged fraud (Dou, 
Liu, Sun, Deng, Peng, & Yu, 2020). The central conclusion of 
this review is that robust fraud detection at scale depends not on 
any single algorithmic breakthrough but on the coordinated 
integration of these solutions within a broader operational 
pipeline that incorporates investigator feedback, delayed 
ground-truth labeling, scalable real-time infrastructure, and 
mechanisms for regulatory-compliant explanation. Future 
implementations and research should continue to move toward 
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evaluating fraud detection systems holistically, under realistic 
and simultaneous conditions of imbalance, drift, scale, and 
interpretability, rather than optimizing any single dimension of 
the problem in isolation. 
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